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Notice of Group Insurance
Commission (GIC) privacy practices

This notice describes how medical
information about you may be used and
disclosed, and how you can get access to
this information. Please review it carefully.

By law, the GIC must protect the privacy and
security of your personal health information.
The GIC retains this type of information
because you receive health benefits from the
Group Insurance Commission. Under federal
law, your health information (known as
“protected health information” or “PHI”)
includes what health plan you are enrolled
in and the type of health plan coverage you
have. This notice explains your rights and our
legal duties and privacy practices.

The GIC will abide by the terms of this notice.
Should our information practices materially
change, the GIC reserves the right to change
the terms of this notice, and must abide by
the terms of the notice currently in effect. Any
new notice provisions will affect all protected
health information we already maintain, as
well as protected health information that we
may receive in the future. We will mail revised
notices to the address you have supplied, and

will post the updated notice on our website at

www.mass.gov/GIC.

Claims are administered by Wellpoint Life and Health Insurance Company.
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Required and permitted uses and
disclosures

We typically use or share your health
information in the following ways.

Run our organization

m We can use and disclose your information to
run our organization and contact you when
necessary.

m To operate our programs that include
evaluating the quality of health care services
you receive and performing analyses to
reduce health care costs and improve our
health plans performance.

m Arrange for legal and auditing services
including fraud and abuse protection

Pay for your health services

We can use and disclose your health information
as we pay for your health services,
administrative fees for health care and
determining eligibility for health benefits.

Provide you with information on
health-related programs or products

This might be information regarding alternative
medical treatments or programs or about other
health-related services and products.

How else can we use or share your health
information?

We are allowed or required to share your
information in other ways - usually in ways
that contribute to the public good, such as
public health and research. We have to meet
many conditions in the law before we can share
your information for these purposes. For more
information see:
www.hhs.gov/ocr/privacy/hipaa/understanding
/consumers/index.html
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Help with public health and safety issues

We can share health information about you for
certain situations such as:

m Preventing disease
m Helping with product recalls
m Reporting adverse reactions to medications

®m Preventing or reducing a serious threat
to anyone’s health or safety.

Do research

We can use or share your information for
health research.

Comply with the law

m We will share information about you if state
or federal laws require it, including with the
Department of Health and Human Services
if it wants to see that we're complying with
federal privacy law

m Address workers’ compensation, law
enforcement, and other government requests

m For law enforcement purposes or with a law
enforcement official

m With health oversight agencies for activities
authorized by law

®m Respond to lawsuits and legal actions

m We can share health information about you
in response to a court or administrative order,
or in response to a subpoena

The GIC may also use and share your

health information as follows:

m To resolve complaints or inquiries made by
you or on your behalf (such as an appeal).

m To enable business associates that perform
functions on our behalf or provide services
if the information is necessary for such
functions or service. Our business associates
are required, under contract with us, to
protect the privacy of your information and
are not allowed to use or disclose any
information other than as specified in our
contract. Our business associates are also
directly subject to federal privacy laws.
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m For data breach notification purposes. We
may use your contact information to provide
legally-required notice of unauthorized
acquisition, access, or disclosure of your
health information.

m To verify agency and plan performance
(such as audit).

B To communicate with you about your
GIC-sponsored benefits (such as your
annual benefits statement).

m To tell you about new or changed benefits
and services or health care choices.

Organizations that assist us

In connection with payment and healthcare
operations, we may share your PHI with our
third party “Business Associates” that perform
activities on our behalf, for example, our
Indemnity Plan administrator. When these
services are contracted, we may disclose your
health information to our business associates

so that they can perform the job we have

asked of them. These business associates will be
contractually bound to safeguard the privacy of
your PHI and also have direct responsibility to
protect your PHI imposed by federal law.

When it comes to your health
information, you have certain rights

This section explains your rights and some of
our responsibilities to help you. You have the
right to:

m Get a copy of your health and claims records -
You can ask to see or get a copy of your health
and claims records and other health
information we have about you. You must ask
for this in writing. Under certain
circumstances, we may deny your request.

If the GIC did not create the information you
seek, we will refer you to the source (e.g., your
health plan administrator). We will provide a
copy or a summary of your health and claims
records. We may charge a reasonable, cost-
based fee.
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m Ask us to correct our records - You can ask

us to correct your health and claims records

if you think they are incorrect or incomplete.
You must ask for this in writing along with a
reason for your request. We may say “no” to
your request, but we'll tell you why in writing
within 60 days. If we deny your request, you
may file a written statement of disagreement
to be included with your information for future
disclosures.

m Request confidential communications -

You can ask us to contact you in a specific
way (for example, home or office phone) or
to send mail to a different address. We will
consider all reasonable requests, and must
say “yes” if you tell us you would be in danger
if we do not.

Ask us to limit what we use or share -

You can ask us not to use or share certain
health information for payment or our
operations, and disclosures to family
members or friends. You must ask for this in
writing. We are not required to agree to your
request, and in some cases federal law does
not permit a restriction.

Get a list of those with whom we've shared
information - You can ask for a list
(accounting) of the times we've shared your
health information for six years prior to the
date you ask, who we shared it with, and why.
We will include all the disclosures except for
those about treatment, payment, and health
care operations, and certain other disclosures
(such as any you asked us to make or was
part of a limited data set for research).

Get a copy of this privacy notice - You can
ask for a paper copy of this notice at any
time, even if you have agreed to receive the
notice electronically. (An electronic version
of this notice is on our website at
WWW.Mmass.gov/dgic.)
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m Choose someone to act for you - If you have

given someone power of attorney or if
someone is your legal guardian, that person
can exercise your rights and make choices
about your health information. We will make
sure the person has this authority and can
act for you before we take any action.

Receive notification of any breach or your
unsecured PHI

m File a complaint if you feel your rights are

violated - You can complain if you feel we
have violated your rights by writing to us at:
GIC Privacy Officer, P.O. Box 566, Randolph,
MA 02368. Filing a complaint or exercising
your rights will not affect your GIC benefits.
You can file a complaint with the U.S.
Department of Health and Human Services
Office for Civil Rights by sending a letter to
200 Independence Avenue, S.W., Washington,
D.C. 20201, calling 877-696-6775, or visiting
www.hhs.gov/hipaa/index.html. We will not
retaliate against you for filing a complaint.
To exercise any of the individual

rights described in this notice, or if you need
help understanding this notice, please call
617-727-2310 or TTY for the deaf and hard

of hearing at 617-227-8583.
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